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1 Introduction

This report is submitted to the Election Assistance Commission (EAC) by iBeta Quality Assurance summarizing the
federal voting system certification testing of the Premier Election Solutions (Premier) ASSURE® 1.2 voting system
to the Voting System Standards 2002 (VSS 2002).

The Premier ASSURE® 1.2 voting system has been submitted to iBeta for testing to support Premier's application
#DBDO0701 to the US Election Assistance Commission (EAC) for certification to the VSS 2002. This is an initial
EAC certification.

The ASSURE® 1.2 voting system includes the following components:
The Global Election Management System (GEMS®) for ballot preparation and central count functions;
The AccuVote®-TSX touch screen Direct Recording Electronic (DRE) video and audio voter editable
ballot devices with a Voter Verified Paper Audit Trail (VVPAT) with accessible ballot inputs for voters with
manual dexterity limitations (Models A, B, C, and D);
The AccuVote®-TS R6 touch screen DRE video and audio voter editable ballot devices with accessible
ballot inputs for voters with manual dexterity limitations (Models A and B);
The AccuVote®-0S (Models A, B, C, and D) and AccuVote®-0SX (Models A) precinct count optical
scanners;
The AccuVote®-0S (Models A, B, C, and D) optical scanners installed with Central Count firmware;
The AutoMARK " Voter Assist Terminal (Models A100, A200, and A300);
The PhotoScribe® PS900 iIM2/PS960, an image-based, AccuVote®-OS ballot scanner workstation; and
Premier Central Scan (PCS) batch-ballot counting application used to control the scanning and
processing of AccuVote®-OS ballots in central count.

The purpose of this document is to provide an overview of the certification testing and findings. The complete list of
the systems names, major subsystems, version numbers and any interfacing devices is detailed in section 3
ASSURE 1.2 Voting System Identification. Additional details of the design, structure, and processing capabilities
are identified in the section 4 Voting System Overview.

Application #DBD0701 originally identified SysTest Labs (SysTest) as the VSTL. Due to the suspension of SysTest
during the ASSURE® 1.2 certlflcatlon effort, Premier was authorized by the EAC to transfer their application for
certification of the ASSURE® 1.2 to iBeta. At the time of the suspension the ASSURE® 1.2 test plan revision 9
was approved by the EAC and an amount of testing had been completed. Premier petitioned the EAC to assess
the testing performed by SysTest for consideration of reuse. The EAC issued a letter to Premier, 20 November
2008 Letter to Premier Reuse of Testing - Final, in which they outlined the conditions for the assessment of reuse
process. This process is outlined in the as run test plan which is contained in the attached Appendix H Amended
Test Plan.

In the letters listed below, the EAC authorized the reuse of the PCA Source Code Review, the PCA Document

Review, the Environmental Hardware testing (with exceptions), and the Data Accuracy testing (with exceptions).
1/16/09 - -Approval Reuse of Testing FINAL Letter - Reuse of Hardware Testing and PCA Document
Review

2/3/09 -- Approval Reuse of Testing source code FINAL

2/10/09 -- Approval Reuse of Testing - Data Accuracy FINAL

1.1 ASSURE® 1.2 Physical & Functional Configuration
Audit Scope

This certlflcatlon test effort included a Physical Configuration Audit (PCA) and Functional Configuration Audit (FCA)
of the ASSURE® 1.2 voting system. Due to the petition for reuse these tasks were performed by either SysTest or
iBeta Quality Assurance. Assessment of the SysTest test results was performed by either iBeta or the EAC
Technical Reviewers as stipulated in 20 November 2008 Letter to Premier Reuse of Testing - Final.

The Physical Configuration Audit (PCA) performed by iBeta for ASSURE® 1.2 incorporated a:
PCA Document Review Assessment for reuse of the SysTest's review of the ASSURE® 1.2 Technical
Data Package (TDP);
3% PCA Source Code Review Assessment for reuse of the SysTest source code review of the ASSURE®
1.2 source code review; and
Examination of the voting system configuration submitted to iBeta.
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A Functional Configuration Audit (FCA) of the ASSURE® 1.2 included a review of the testing performed by SysTest
to:

The requirements of VSS 2002 data accuracy;

The ASSURE® 1.2 specifications of the Premier TDP; and

The voting system requirements of section 301 of the Help American Vote Act (HAVA).
For the balance of the FCA iBeta identified the scope of the ASSURE® 1.2 that includes all FCA Functional and
System Level Testing (including volume, stress, error recovery, and security requirements of the VSS 2002) for the
Premier certification test effort.

In order to conduct the balance of the certification test tasks, iBeta:
Developed a test plan;
Developed and customized test cases;
Managed the system configurations;
Performed Trusted Builds of all applications;
Executed tests, and
Analyzed the test results for the iBeta executed tests.

Certification testing performed by iBeta complied with the requirements of VSS 2002, Volume 2 Test Standards.
The iBeta test record included test executions and reviews performed by iBeta. These test executions and reviews
included the record of requirements that were satisfactorily and unsatisfactorily completed, deficiencies noted,
reports to Premier, software and manufacturing resolutions, validations of resolutions and documentation of
incorporation of resolutions into the voting system. Test records for work performed by SysTest are retained by
SysTest. Materials were provided to the EAC and iBeta for the assessment of reuse.

iBeta Quality Assurance, a limited liability company, is located in Aurora, Colorado. The company is a full service
software testing laboratory providing Quality Assurance and Software Testing for the business and interactive
entertainment communities. iBeta Quality Assurance accreditations for the testing of voting systems to the federal
standards include

National Voluntary Lab Accreditation Program (NVLAP) Voting System Test Lab (VSTL)

Election Assistance Commission Voting Systems Test Lab (VSTL)

Testing was conducted at iBeta Quality Assurance in Aurora, Colorado, SysTest Labs in Denver, Colorado and
various SysTest and iBeta subcontractor non-core hardware environmental test labs. Non-core hardware
environmental testing is outside SysTest's test accreditation scope as a VSTL. SysTest's methods for validating
the qualifications of the subcontractor laboratories was provided to the EAC and considered in their decision to
permit reuse of the non-core environmental testing. SysTest conducted the non-core safety and hardware
environmental assessments and testing with the following subcontractors:

Compliance Technology Services, 1820 Skyway Drive Unit J, Longmont, Colorado 80504

Components Reliability & Safety, 1955 West 153rd Place, Broomfield, CO 80020

Criterion Technology, 1350 Tolland Road, P.O. Box 489, Rollinsville, CO 80474

Percept Technology Labs, 4735 Walnut St. #E, Boulder, CO 80301

Advanced Product Testing (APT), 1601 Dry Creek Drive Suite 2000, Longmont, CO 80503

Wyle Laboratories, 7800 Highway 20 West, Huntsville, AL, 35806

1.2 ASSURE® 1.2 Exclusions:

The following identifies the exclusions of the ASSURE® 1.2 voting system. As identified in the VSS 2002 vol.1
section 4.1.2, software is excluded if it:

Provides no support of voting system capabilities;

Cannot function while voting system functionality is enabled; and

Procedures are provided that confirm software has been removed, disconnected or switched.

The following functions are excluded from the ASSURE® 1.2 voting system and therefore not tested in this
certification effort:
Cumulative Voting;
Ranked Order Voting;
Use of Wireless Communications: There is no use of wireless communications;
Shared Operating Environment: ASSURE® 1.2 does not share an environment with other data processing
functions (with the exception of the ExpressPoll 4000/5000 and VCProgrammer that share an environment
with voter registration applications; and
There is no provision for the broadcasting of results.
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In addition, the submitted voting system does not have components that are used external to the voting functions.

1.3 Internal Documentation

The documents identified below are iBeta internal documents used in certification testing
Table 1 Internal Documents

Version # Abbreviation

Author (Org.)

v1.0 Voting Certification Master MSA contract October 29, iBeta Quality Assurance
Services Agreement 2008
Statement of Work 02 SOW 02 November 14, iBeta Quality Assurance
2008
Statement of Work 03 SOW 03 January 14, iBeta Quality Assurance
2009
Statement of Work 04 SOW04 May 26, 2009 iBeta Quality Assurance
iBeta | VSTL Procedures
v.2.1 Voting Deliverable Receipt 9/19/08 iBeta Quality Assurance
Procedure
v.2.0 PCA Source Code Review 4/21/09 iBeta Quality Assurance
Procedure
v.5.0 C and C++ Review Criteria 3/2/09 iBeta Quality Assurance
v.4.0 C# Review Criteria 3/3/09 iBeta Quality Assurance
v.1.0 ABASIC Review Criteria 3/4/09 iBeta Quality Assurance
v.3.0 VB.NET Review Criteria 3/3/09 iBeta Quality Assurance
v.3.0 8051 Review Criteria 3/2/09 iBeta Quality Assurance
v.2.0 780 Review Criteria 3/3/09 iBeta Quality Assurance
v.2.0 Visual Basic Review Criteria 6/19/07 iBeta Quality Assurance
v.1.0 Witness Build Procedure 4/18/08 iBeta Quality Assurance
v.2.0 Trusted Build Procedure 1/23/09 iBeta Quality Assurance
v.4.0 Test Case Preparation 5/23/08 iBeta Quality Assurance
and Execution Procedure
v.4.0 VSTL Test Planning 5/23/08 iBeta Quality Assurance
Procedure
v.4.0 VSTL Certification Report 4/24/09 iBeta Quality Assurance
Procedure
iBeta | Project Documents
Premier Code and 7/17/09 iBeta Quality Assurance
Equipment Receipt
PCA Configuration - Assure 7/21/09 iBeta Quality Assurance
1.2
FCA GENO1 System Test 6/11/09 iBeta Quality Assurance
Case Assure 1.2
FCA GENO02 System Test 6/17/09 iBeta Quality Assurance
Case Assure 1.2
FCA GENO3 System Test 6/18/09 iBeta Quality Assurance
Case Assure 1.2
FCA GENO4a System Test 6/18/09 iBeta Quality Assurance
Case Assure 1.2
FCA GENO04b System Test 6/18/09 iBeta Quality Assurance
Case Assure 1.2
FCA PRIO1 System Test 6/18/09 iBeta Quality Assurance
Case Assure 1.2
FCA PRIO2 System Test 6/18/09 iBeta Quality Assurance
Case Assure 1.2
FCA Environmental Test 5/15/09 iBeta Quality Assurance
Case - Assure 1.2
FCA Security Review - 6/22/09 iBeta Quality Assurance
Assure 1.2
FCA Characteristics Test 6/18/09 iBeta Quality Assurance
Case - Assure 1.2
FCA Telephony and 7/6/09 iBeta Quality Assurance
Cryptographic TC-Assure
1.2
FCA Volume Test Case 01 6/19/09 iBeta Quality Assurance
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Version # Abbreviation Author (Org.)
FCA Volume Test Case 02a 6/19/09 iBeta Quality Assurance
FCA Volume Test Case 02b 6/19/09 iBeta Quality Assurance
GEMS-R85 Regression Test 7/1/09 iBeta Quality Assurance
Case Assure 1.2
VAT-RearEject Regression 7/6/09 iBeta Quality Assurance
Test Case Assure 1.2
VOL1 Regression Test Case 6/30/09 iBeta Quality Assurance
Assure 1.2
VOL1b Regression Test 6/30/09 iBeta Quality Assurance
Case Assure 1.2
VOLO02b Regression Test 6/30/09 iBeta Quality Assurance
Case Assure 1.2
AVOS-PC-R94 Regression 716/09 iBeta Quality Assurance
Test Case Assure 1.2
GENO2-R Regression Test 6/25/09 iBeta Quality Assurance
Case Assure 1.2
GENO02-R_v.1 Regression 7/20/09 iBeta Quality Assurance
Test Case Assure 1.2

V.5.2 EAC Certification Program 7/21/09 EAC with input from
Requirements Matrix iBeta Quality Assurance

1.4 External Documentation

The documents identified below are external resources used to in certification testing.
Table 2 External Documents

Abbreviation

Date

Version # | Title

Author (Org.)

2005 VVSG Vol. |, V. 1.0, Sections 4.1.2.4c

Help America Vote Act HAVA 10/29/02 107
Congress
NIST NVLAP Voting System Testing NIST 150 February NVLAP
Hdbk 150 2006
2006 Ed.
NIST NVLAP Voting System Testing NIST 150-22 December | NVLAP
Hdbk 150- 2005
22
Federal Election Commission Voting System VSS April 2002 | Federal
Standards Election
Commission
Voting System Testing & Certification Program 1/1/07 EAC
Manual
V1.0 Voting System Test Laboratory Program Manual VSTL July 2008 EAC
Program
Manual
Form v.5.2 |[EAC Test Matrix Template EAC
EAC Decision on Request for Interpretation 2007-02, Interpretation | 5/14/07 EAC
2002 VSS, Vol. 1, Section 4.2.5 (single character) 2007-02
EAC Decision on Request for Interpretation 2008-01, | Interpretation | 2/6/08 EAC
2002 VSS Vol. I, 2005 VVSG Vol. Il, Section 4.7.1 & | 2008-01
Appendix C
EAC Decision on Request for Interpretation 2008-02, | Interpretation | 2/19/08 EAC
Battery Backup for Optical Scan Voting machines 2008-02
EAC Decision on Request for Interpretation 2008-03 | Interpretation | 10/3/08 EAC
Operating System Configuration 2008-03
EAC Decision on Request for Interpretation 2008-04, | Interpretation | 5/19/08 EAC
2002 VSS Vol. |, Section 2.3.1.3.1a; 2005 VVSG Vol. | 2008-04
11, Section 2.2.1.3a Ballot Production
EAC Decision on Request for Interpretation 2008-05, | Interpretation | 5/19/08 EAC
2002 VSS Vol. I, Section 3.4.2, 2005 VVSG Vol. |, 2008-05
Section 4.3.2, Durability
EAC Decision on Request for Interpretation 2008-06, | Interpretation | 8/29/2008 | EAC
2002 VSS Vol. |, Sections 3.2.2.4c, 3.2.2.5 2008-06
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Version # Title
(Electrical Supply), 4.1.2.5 (Electrical Power
Disturbance)

Abbreviation

Author (Org.)

EAC Decision on Request for Interpretation 2008-07; Interpretation | 8/27/08 EAC
2002 VSS Vol. I, Sections, 2.3.4, 2.3.5, 2.3.6, 2.4.1, 2008-07
4.4.3, 9.4; 2002 VSS Vol. ll, Sections, 3.3.1, 3.3.2;
2005 VVSG Val. |, Sections, 2.2.4,2.2.5,2.2.6, 2.3.1,
5.4.3; 2005 VVSG Vol. ll, Sections, 1.3, 3.3.1, 3.3.2
EAC Decision on Request for Interpretation 2008-08 | Interpretation | 8/1/2008 EAC
2002 VSS Vol. |, Glossary 2008-08
2005 VVSG Vol. |, Glossary
EAC Decision on Request for Interpretation 2008-09 | Interpretation | 8/25/2008 | EAC
(Safety Testing) 2008-09
2002 VSS Vol. |, Section, 3.4.8 ;2005 VVSG Vol. |,
Section 4.3.8
Notice of Clarification NOC 07-001: Timely NOC 07-01 7117/07 EAC
Submission of Certification Application
Notice of Clarification NOC 07-002: VSTL Work with NOC 07-02 7124107 EAC
Manufacturers Outside of Voting System Certification
Engagements
Notice of Clarification 07-05: Voting System Test NOC 07-05 9/7/07 EAC
Laboratory (VSTL) responsibilities in the
management and oversight of third party testing.
Notice of Clarification NOC 08-001: Validity of Prior NOC 08-01 3/26/08 EAC
Non-Core Hardware Environ-mental and EMC
Testing
Notice of Clarification NOC 08-03 7/30/08 EAC
NOC 08-003: Clarification of EAC Conformance
Testing Requirements for VSTLs
Notice of Clarification NOC 09-02 5/4/09 EAC
NOC 09-002: Laboratory Independence
Warrant of Accepting Change Control Responsibility 7/15/09 Premier
Election
Solutions
ASSURE® 1.2 EAC Correspondence
Premier Permission to replace SysTest Labs Letter October Premier
29, 2008 Election
Solutions
Approval of Premier Assure 1.2 Test Plan Letter April 7, EAC
2009
ASSURE® [1.2 Reuse Correspondence
Letter to Premier on reuse of testing - final November | EAC
20, 2008
Premier PCA Document Review Letter January 7, | iBeta Quality
2009 Assurance
Premier Environmental Test Review Letter January 8, | iBeta Quality
2009 Assurance
Reuse of prior testing conducted by SysTest January EAC
Laboratories Letter (PCA Document Review and 16, 2009
Environmental Hardware Testing)
Premier PCA Source Code Review Letter January iBeta Quality
23, 2009 Assurance
Reuse of prior testing conducted by SysTest February Election
Laboratories Letter (PCA Source Code Review) 3, 2009 Assistance
Commission
Premier Data Accuracy Test Review Letter February iBeta Quality
5, 2009 Assurance
Reuse of prior testing conducted by SysTest February Election
Laboratories Letter (Data Accuracy Testing) 10, 2009 Assistance
Commission
ASSURE” [1.2 Test Documents
Rev.9.0 Premier Solutions Assure 1.2 Voting System Test 5/1/08 SysTest Labs
Plan Document Number 06-V-DB-CTP-01
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http://www.eac.gov/program-areas/voting-systems/test-lab-accreditation/program-areas/voting-systems/docs/10-29-08-ltr-from-premier-to-eac.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/letter-from-eac-accepting-vstl-test-plan-2-0-for-premier-assure-1.2/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/11-20-08-ltr-to-premier-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/premier-environmental-test-review-letter.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/1-16-09-approval-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/1-16-09-approval-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/1-16-09-approval-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-3-09-approval-reuse-of-testing-source-code-final-ibeta_audette/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-3-09-approval-reuse-of-testing-source-code-final-ibeta_audette/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-10-09-approval-reuse-of-testing-data-accuracy-final/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-10-09-approval-reuse-of-testing-data-accuracy-final/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/test-plans
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/test-plans
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Version # Title Abbreviation Date Author (Org.)
Rev.01 Premier Election Solutions Assure 1.2 Voting System 2/22/08 SysTest Labs

Certification Test Report (Report Number 06-V-DB-

058-CTR-01)
090120- |EMC Qualification Test Report Premier Election April 16, Criterion
1367 Solutions OSX Ballot Box Rev 5 49-211669-000a 2009 Technology
090410- |EMC Qualification Test Report Premier Election May 7, Criterion
1393 Solutions AccuVote®-TSX, A, with AVPM 2009 Technology
090410- |EMC Qualification Test Report Premier Election May 7, Criterion
1394 Solutions AccuVote®-TSX, A, non-AVPM 2009 Technology
090410- |EMC Qualification Test Report Premier Election July 13, Criterion
1395C Solutions AccuVote®-TSX, C, with AVPM 2009 Technology
090410- |EMC Qualification Test Report Premier Election July 13, Criterion
1396D Solutions AccuVote®-TSX, D, with AVPM 2009 Technology

1.5 Technical Data Package Documents

The Technical Data Package Documents submitted for this certification test effort are listed in Section 3 System
Identification.

1.6 Test Report Contents

The contents of this Test Report include:

Section 1: The Introduction- identifies the scope of certification testing.

Section 2: The Certification Test Background identifies the process for the Physical and Functional
Configuration Audits.

Section 3: The Voting System Identification identifies the system configuration including hardware,
software and the Technical Data Package documentation.

Section 4: The Voting System Overview identifies the overall design and functionality of voting system.
Section 5: The Certification Review and Test Results are the methods and results of the testing effort.
Section 6: The Opinions & Recommendations of the acceptability of the voting system.

Test Operations, Findings and Data Analysis are in the appendices.

Appendix A: Certification Test Requirement (conformance to the applicable standard).
Appendix B: Source Code Reviews

Appendix C: TDP Document Reviews

Appendix D: Test Results (Functional, Environmental, Accuracy etc.)
Appendix E: Discrepancy Report

Appendix F: Warrant of Accepting Change Control Responsibility
Appendix G: Trusted Build and Validation Tools

Appendix H: Test Plan

Appendix |I: State Test Reports

Appendix J: Premier Implementation Statement

Appendix K: EAC Certification Number

1.6.1 VSTL Program Manual Format Trace
Appendix B of the Voting System Test Laboratory Program Manual v.1.0 identifies content in a specific format. The
format of this report follows the recommended outline stipulated in the VSS 2002 vol. 2 Appendix B. As these
documents identify placement of information in different locations a trace is being provided to clarify the location of
the specified content in this report.

Table 3 Trace of the Test Report to the VSTL Program Manual

EAC VSTL Program Manual Appendix B | Test Report - VSS 2002 vol. 2 Appendix B

1. System ldentification and Overview 1. Introduction
3. Voting System Identification
4. Voting System Overview
2 Certification Test Background 2. Certification Test Background
2.1 Revision History 2 Certification Test Background
2.2 Implementation Statement 2 Certification Test Background
7.9 Implementation Statement
3 Test Findings and Recommendations 5 Certification Review and Test Results
3.1 Summary Finding and 6 Opinions & Recommendations
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EAC VSTL Program Manual Appendix B | Test Report - VSS 2002 vol. 2 Appendix B

Recommendation
3.2 Reasons for Recommendation of N/A Not applicable; no recommendation of
Rejection rejection
3.3 Anomalies (may also be identified as Update 5.1- | Provides a general description of how
discrepancies, issues or defects ) 5.7 section anomalies were encountered and reported
during testing.
Appendices:
A Appendix A traces the VSS requirements to
the specific anomalies.
B Addendum to Appendix B contains software
related source code discrepancy detail.
D Appendix D Tables: "Issues Opened" traces
the specific anomalies to the relevant test.
E Appendix E, ASSURE® 1.2 Discrepancy
Report , provides the discrepancy number,
date, tester, location, description, and VSS
2002 requirement information about
anomalies encountered during document
reviews and testing.
34 Correction of Deficiencies Update 5.1- | Provides a general description of how
5.7 section deficiency corrections were confirmed.
Appendices: | Appendix A traces the VSS requirements to
A the specific closed anomalies.
B Addendum to Appendix B reflects pass
criteria for all reviewed source code.
D Appendix D Tables: "Issues Closed" traces
the specific anomaly resolutions to the test
E Appendix E, ASSURE® 1.2 Discrepancy
Report, provides the vendor responses
and resolution validations for anomalies
encountered during document reviews and
testing.
Appendix | Additional Findings Appendices: | Appendix A: Certification Test Requirements
A A contains "should" and "not applicable"
requirements. Comments provide rationale
and references to relevant EAC
Interpretations or Notices of Clarification.
D Appendix D: Supported Voting Variations of
the VSS 2002 Section 2.2.8.2 identifies
"unsupported"” optional functionality.
Appendix | Warrant of Accepting Change Control Appendix Warrant of Accepting Change Control
B Responsibility F Responsibility
Appendix | Witness Build Appendix Trusted Build and Validation Tools
C G documents the Witness of the Trusted Build
Appendix | Test Plan Appendix Test Plan
D H
Appendix | State Test Reports Appendix State Test Reports
C I
Appendix Implementation Statement
J
Appendix EAC Certification Number
K
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2 Certification Test Background

Earlier versions of products in this effort completed qualification testing under the outdated NASED program.
These earlier versions are in use, as permitted under the laws of the various states. Under the EAC program, all
systems submitted must be fully tested as a new system. As such the ASSURE 1.2 Certification Test effort is an
initial certification to the VSS 2002.

Following the circumstances outlined in section 1, the scope of the Premier ASSURE 1.2 certification test effort
resulted in a unique set of pre-certification test activities. The purpose of these activities was to assist the EAC in
determining what certification testing and reviews performed by SysTest could be reused. Responsibility for these
activities was designated to either iBeta or the EAC. These activities are outlined in section 1. Results of the
activities performed by iBeta are provided below.

Following the determination of reuse and issuance of instructions by the EAC, iBeta conducted a review of the test
documentation provided by Premier and SysTest to assess the scope of testing for conformance to the 2002 VSS
for the functional and system level testing which included Volume, Stress, Error Recovery, Telecommunication,
Cryptographic, and Security requirements.

As part of the EAC Certification application, Premier submitted an implementation statement for ASSURE 1.2. A
copy of this statement is contained in section 7.10. During the test effort, numerous updates to the Premier
application were submitted to the EAC; however, none of the application modifications impacted the implementation
statement. Certification testing of the Premier ASSURE 1.2 included a Physical Configuration Audit and a
Functional Configuration Audit. Daily status reports were sent to ASSURE 1.2 certification management staff and
iBeta project test staff. These reports included project activity status, issues, and other relevant information.
Weekly status calls were held with the EAC, EAC Reviewers and Premier. Upon request, iBeta provided the EAC
with information to clarify the testing, test process, schedule, and interim discrepancy reports.

2.1 Terms and Definitions

The Terms and Definitions identified below are used in this test report.
Table 4 Terms and Definitions

Term Abbreviation Definition

Absentee Ballot A paper ballot cast outside of an early voting center or
election day polling place
AccuView Printer Module AVPM Premier VVPAT designed to allow voters to print and

review their selections in each race while voting their
ballot on the AccuVote-TSX unit.

AccuBasic ABasic Programming language designed to define ABasic
reports.

ABasic report files are used to format the content of
reports and memory card labels that can be printed on
AccuVote-OSX, AccuVote-OS Precinct Count and
BallotStation units.

AccuFeed Device that provides automated multisheet feeding
capability for the AccuVote-OS CC

AccuVote Optical Scan AVOS, AVOSX Mark-sense and scan image paper-ballot voting
devices.

AccuVote-OS AVOS AccuVote-OS (optical scan) mark-sense ballot scanner.

May be installed with either AccuVote-OS Precinct
Count or AccuVote-OS Central Count firmware.
AccuVote-OSX AVOSX AccuVote-OSX image-scan ballot scanner.

The AccuVote-OSX unit is pre-installed with custom
AccuVote-OSX software running on the Windows CE
operating system.

AccuVote TS AccuVote-TS Generic term used to refer to Premier's DRE (Direct
Recording Electronic) touch screen voting devices, the
AccuVote-TS R6 and the AccuVote-TSX.

ASSURE Security Manager ASM Software application that provides an interface to the
ASSURE Security Service. The ASSURE Security
Manager is used to define and dynamically control
application users, user rights and other security
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Definition
features from a central location. Premier Central Scan
(PCS) requires the use of ASS/ASM.

BallotStation

Dedicated software application used in conjunction with
the AccuVote-TS voting devices to display ballots,
record votes, count and tally votes and make a report
of election results.

Ballot Marking Device

BMD

A device that marks a paper ballot for a voter

Certified Information System Security
Profession

CISSP

A certification for information system security
practitioners, indicating successful completion of the
CISSP examination administered by the International
Information Systems Security Certification Consortium

Central counter

A type of voting system that records and reports paper
ballots at the central count location

Direction Recording Electronic

DRE

Touch screen voting device

Election management system

EMS

A set of processing functions and databases within a
voting system that define, develop and maintain
election databases; perform election definition and
setup functions; format ballots; count votes; consolidate
and report results; and maintain audit trails.

Escrow Agency

EAC identified repository that retains the file signature
of the trusted build

Executable Lines of Code

eLOC

Lines of code that execute functionality. Comments
and blank lines are excluded from counts of executable
lines of code.

ExpressPoll

The ExpressPoll provides precinct management
functionality including voter verification, signature
capture, driver's license scanning, voter access card
encoding, and updating of voter registration
information.

ExpressPoll CardWriter

A software program used to encode Voter Access
Cards for use by the AccuVote TS devices.

Full or New Code Review

First time submission submitted for certification review
or previously certified code with changes to the code so
significant that a full review is warranted.

Global Election Management System

GEMS

Name of Premier Election Solutions' Election
Management System (EMS) software

Graphical User Interface

GUI

A method of interaction with a computer which uses
pictorial buttons (icons) and command lists controlled
by a mouse

Help America Vote Act

HAVA

Legislation enacted in 2002 which includes creation of
the EAC, federal voting standards and accreditation of
test labs

Key Card Tool

KCT

PC-based software application designed to enhance
the security provided by the AccuVote-TS units.

National Standard Reference Library

NSRL

Part of NIST that provides software escrow.

National Voluntary Laboratory
Accreditation Program

NVLAP

Part of NIST that provides third-party accreditation to
testing and calibration laboratories.

Optical Scan Accumulator Adapter

OSAA

Hardware adapter that allows the memory card from an
AccuVote-OS unit to be used with the AccuVote-TSX

Plain Old Telephone Service

POTS

Terminology used to refer to analog voice-quality
telephone service used by some types of
telecommunications. The abbreviation is used
especially to distinguish it from any digital telephone
system.

Post-election logic and accuracy
testing

Post-LAT

Post-LAT mode is used after the election to confirm the
vote recording accuracy results match Pre-election LAT
results. Vote simulation can be used in Post-LAT
mode. Post-LAT mode votes cannot be intermixed or
accumulated with Official Mode results.

Pre-election logic and accuracy
testing

Pre- LAT

Pre-LAT mode is used for validating accurate vote
recording accuracy prior to an election. Vote simulation
can be used in Pre-LAT mode. Pre-LAT mode votes
cannot be intermixed or accumulated with Official Mode
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Definition
results.

Precinct counter

A type of voting system that records paper or electronic
ballots at the polling place

Premier Central Scan

PCS

A software application designed for high-speed,
AccuVote-OS batch-ballot processing.

Premier AutoMARK Information
Management System

AIMS

A Windows-based election management system
software application to define election parameters for
the VAT, including functionality to import election
definition files produced by GEMS and create VAT
flash memory cards

Primary — Closed

Voters must declare a party affiliation in order to vote in
the primary.

The voter declares their party affiliation to the election
official and receives a ballot containing only those
party-specific contests, along with non-party-specific
contests presented at the same election.

Unaffiliated voters are permitted to vote only on non-
party-specific contests.

Primary — Open (Selective or Pick-A-
Party)

Voters do not have to declare a party affiliation in order
to vote in the primary.

Depending on state law, the voter can declare their
party preference to the election official or make their
choice of party within the privacy of the voting booth.

The voter receives a ballot containing only those party-
specific contests, along with non-party-specific contests
presented at the same election.

Unaffiliated voters are permitted to vote only on non-
party-specific contests.

Primary — Open

Voters do not have to declare a party affiliation in order
to vote in the primary.

A primary election (aka Top Two) that allows voters to
choose among all candidates running for each office.

Candidates from all parties are listed under the same

contest.

Sip & Puff device

Sip & Puff

A DRE ballot navigation and vote selection assistive
device, used by individuals with dexterity challenges or
limitations on the use of their hands

Smart Card

A credit-card sized identification card from which
information can be read and to which information can
be written. Smart cards used with election equipment
include: Voter Access cards, Central Administrator and
Supervisor cards and Security Key cards.

Trusted Build

A compile and build of the source code reviewed by
iBeta into executable code. Construction of the build
platform and compile is performed by iBeta following
the documented instructions of the manufacturer. A
manufacturer's representative is present to witness the
build.

Technical Data Package

TDP

The documentation and code relating to the voting
system, submitted by the manufacturer for review.

Uninterruptible Power Supply

UPS

Uninterruptible Power Supply. Battery backup that
provides emergency power.

Universal ADA Interface Device

UAID

Hardware Interface Device that offers voters with
accessibility issues the opportunity to vote on an
unassisted basis

U.S. Election Assistance Commission

EAC

U.S. agency established by the Help America Vote Act
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Term ~ Abbreviation Definition
of 2002 to administer Federal elections.

Voluntary Voting System Guidelines VVSG Federal voting system test standards created by the
EAC.

Voter Assist Terminal VAT Used to mark the ballot selections of voters who are

visually impaired, have a disability, or who are more
comfortable using an alternative language.

Voter Card Encoder VCE Device used to create voter access cards to be used
for voting on an AccuVote-TS unit.
Voter Card Programmer VCProgrammer Program used to create voter access cards; may either

run on stand-alone basis, or interface with the
jurisdiction's voting registration system.

Voting System Standards VSS Federal voting system test standards, predecessor of
the VVSG.

Voting System Test Lab VSTL Lab accredited by the EAC to perform certification
testing of voting systems.

Voting Variations Significant variations among state election laws

incorporating permissible ballot content, voting options
and associated ballot counting logic

Voter Verified Paper Audit Trall VVPAT A software independent printed record of the electronic
DRE ballot cast which is to be confirmed by the voter
as an accurate report of their vote

2.2 Physical Configuration Audit

The Physical Configuration Audit (PCA) deals with the physical elements of the voting system, including the source
code, documentation and system configuration reviews. Validation of COTs software and hardware, execution of a
Trusted Build with the reviewed source code and installation of the executable are part of the PCA.

2.2.1 PCA TDP Source Code Review

The PCA TDP Source Code Review of ASSURE 1.2 was performed by SysTest Labs. Premier petitioned for reuse
of this review. In order to assist in making a determination of reuse the EAC instructed iBeta to audit 3% of the
Premier ASSURE 1.2 source code for assessment and recommendation of reuse of the applicable PCA Source
Code Review conducted by SysTest. In assessing this sample iBeta reviewed the sampling to Vol. 1 Sect. 4.2 and
Vol. 2 Sect. 5 of the VSS 2002. iBeta focused the review by selecting source code files and functions that process
vote data, audit logs, and reporting. The results were recorded on Source Code Review sheets (Excel
spreadsheets). All issues were identified in the review and logged on a Discrepancy Report. Following a peer
review issued were identified as follows:

Green: Non-logic issues - recommend for reuse per EAC instruction letter;

Yellow: Potential logic issues- attach issues to the recommendation letter to the EAC for their

consideration in determination of reuse; and

Red: Confirmed logic issues - recommend 100% review to the EAC.

Any source code updates or changes received from Premier during the test effort were compared to the transferred
code base from SysTest. All identified changes were 100% reviewed by iBeta.

2.2.2 PCA TDP Document Review
The PCA TDP Document Review of Premier ASSURE 1.2 for conformance to Vol. 2 Sect. 2 of the VSS 2002 was
performed by SysTest Labs. Premier petitioned the EAC for reuse of this analysis. The EAC instructed iBeta to
perform an assessment and provide a recommendation for reuse of the TDP in ASSURE 1.2. To conduct the audit,
iBeta selected a sampling of the full Premier ASSURE 1.2 TDP. The documents selected for the sampling review
and audit of each product as well as coverage of each section in the VSS Volume 2 Section 2 TDP requirements.
Results of the review were recorded. Upon completion each review was peer reviewed. The status of the review
as well as the peer was tracked in the Status Report and PCA Document Review spreadsheet. The results were
provided to the EAC to assist in their determination of reuse. No discrepancies were written as a result of the
assessment review.

During testing the review of documents necessary to complete ASSURE 1.2 trusted builds, sample code review;
test planning and test execution were incorporated into these tasks and recorded in the daily status. Missing
content or discrepancies were reported in iBeta's ASSURE 1.2 Discrepancy Report. The Discrepancy Report was
forwarded to Premier for correction.
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2.2.3 PCA System Configuration Review
The PCA System Configuration Review of Premier ASSURE 1.2 was performed to verify the hardware and software
configuration is consistent with the technical data package (VSS Vol. 1 Sect. 8.7.1). Reviewed results were
recorded on PCA System Configuration Review sheets (Excel spreadsheets).

2.2.4 Trusted Build and Installation
The Trusted Build and Installation of the executable code (“trusted build”) for the Premier ASSURE 1.2 was
performed using the source code reviewed by SysTest and iBeta, per VSS Vol. 1 Sect. 9.6.2. Completion of the
build was documented in the Final Trusted Build and Code Comparison Template (Word Document).

2.3 Functional Configuration Audit

The Functional Configuration Audit was an examination of the functional aspects of the voting system. This
included review of the Premier ASSURE 1.2 voting system submitted test documentation, user manuals and
execution of all required tests. The voting system was configured in accordance with the Premier TDP; specifically
the Premier's Windows Configuration Guide, Revision 10, which . A test method description of each test case is
documented in Appendix D.

2.3.1 FCA Test Documentation Review

The FCA Test Documentation Review assessed the level of vendor testing of the voting system to the Vol. 1 Sect.
2,3,4,5,6,7and 9 requirements. This assessment was used to define the extent of functional testing.

2.3.2 FCA Functional, Accessibility, Maintainability & Reliability Tests

Functional and system level tests were conducted, in accordance with Vol. 2 Sect. 6. End-to-end mock elections
were conducted to demonstrate the integrated functionality and processes of the Premier ASSURE 1.2 voting
system incorporating shared state requirements and those specifically supported by Premier. Upon completion of
these Functional and System Level test cases, the evaluation of the Premier ASSURE 1.2 voting system was
found to meet the accessibility requirements of the VSS 2002, Section 2.2.7 a) through e) (note that there are 